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Introduction

The issues of security culture and cyber security are not among the most important
research areas related to GIS-class systems. Merely a few percent of the research carried
out is related to this topic (see: The report on the implementation of the Task 1.5. as part
of the project: the National Security System of the Republic of Poland, Warsaw-SiedIce,
2013). The statistics are very unfavourable, especially in terms of high social and
financial costs associated with safeguarding spatial data processed in GIS-class
computer systems. A security system of a ICT network of GIS must be strong enough to
deal with 95% of basic cyber threats. Identifying and reacting quickly to the remaining
5% of cyber threats consumes half of the budgets for technical and organizational
safeguards. No wonder that budgets for the security of GIS spatial information are
growing. Today, strategies in GIS systems are much more closely related to information
security than ever before. Fortunately, management boards of companies offering GIS-
class solutions understand the need to invest in security more and more. Security issues
are constantly moving forward, evolving, changing. This area is certainly different than
even a few years ago. All because the landscape of potential or real threats becomes
somewhat simplified, and malware is becoming more and more effective in its basic
principle of operation - the code simply has to get inside the network, take control of the
device and do what it was created for. At the same time, the security of the ICT network
of GIS has to be more and more sophisticated - you need to understand which systems
talk to each other and what it means.

The research priorities in the field of GIS security in the European Union include
research on shaping a security culture by introducing appropriate functions of security
culture, which such functions strengthen the role, of an organizational nature, of the
security system, and by disseminating scientific discoveries and examples of good
practice in this field (Cieslarczyk, 2010, 2012). The basic pillar of the global strategy in
the field of the GIS security is building and maintaining a security culture and
safeguarding systems at a high level of quality and effectiveness, and applying a system
approach to the issues of security culture at the organizational level.

The purpose of this paper is to propose a way to measure security culture as
a determinant of organizational safeguards for sensitive resources in GIS-class systems.
Based on a critical analysis of the results of risk assessment of sensitive resources in GIS,
a variant of the security culture measurement model was proposed, its basic elements
were described, and then the criteria that should be met by each organizational
safeguard, taken into account in the measurement of security culture, were identified
and established. Based on the developed model of security culture measurement,
amethod for measuring this phenomenon in GIS from the perspective of the
organizational safeguard system was indicated.

Model of GIS system for measuring the security culture

The most general definition of GIS is an organized set of computer hardware,
software, spatially referenced data and people (contractors and users) created to
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effectively collect, store, share, process, analyze, visualize all geographic data. The
graphic illustration of the GIS system for measuring the security culture is shown in
Figure 1.
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Fig.1. The graphic illustration of the GIS system for cyber security
Source: the in-house elaboration

This figure emphasizes the four important elements:
1. The GIS cyber space and its current security configuration.
2. A real cyber security environment in the external and internal dimensions.
3. The safeguard system.
4. A system for maintaining and developing the security culture.

In the systems approach, the GIS cyber space is considered to be an open system.
The openness of the system is that it exchanges information with the environment - the
cyber security environment (Sienkiewicz, 2015). The systemic approach to the analysis
of GIS cyber space forces to treat it as a compact structure with various inputs and
outputs. Inside this structure are smaller elements, treated as systems or subsystems
that enable the processing of inputs into outputs in accordance with the objectives of the
security culture within a GIS cyber space.

According to Gazdzicki (2010), Spatial Data will be referred to as data describing
spatial objects, including phenomena and processes present or occurring in an assumed
spatial data system. The spatial data apply to:

- geometric properties of the spatial object, especially its location relative to the
adopted two-dimensional or three-dimensional coordinate system,
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- object characteristics in relation to time, e.g. its creation date,

- spatial (topological) relationships of the object with other spatial objects,

- highlighted descriptive attributes of the spatial object, used for its identification and
defining its basic properties.

The real GIS cyber security environment in the external and internal dimensions is
created by cyber threats and risk factors in the area of GIS cyber security. Among the
cyber threats, particularly important are those concerning the critical infrastructure of
GIS spatial data and its essential subsystems, controlled by systems for operating tasks.
Operational tasks aimed at achieving the strategic goal of ensuring the required level of
security culture and ensuring an acceptable level of GIS security in cyber space. The
main operational tasks include (Gwozdziewicz & Tomaszycki, 2017):

- identifying real and potential sources of cyber threats, including through
international information exchange,

- continuous risk analysis in relation to important objects of GIS critical
infrastructure,

- activities in the field of cryptography and cryptanalysis to secure sensitive
information resources and identify potential threats from hostile actors,

- ongoing monitoring of critical points of the safeguard system, particularly
vulnerable to cyber attacks, especially through the use of task force teams for IT
security incident responses,

- audit of cyber security measures and mechanisms, taking into account the adopted
standards,

- preparation and implementation of scenarios of conduct in the event of cyber
attacks against digitized data and GIS tasks;

- developing and updating - from the point of view of cyber security - crisis response
plans and operational plans for functioning during a cyber threat or cyber attack,

- conducting active cyber defense - and, as part of the cyber defense, offensive
activities in cyber space - and maintaining cyber war readiness,

- protection and defense of internal ICT systems and resources stored within these
systems,

- supporting other key actors of GIS activities in the field of their cyber security,

- counteracting and combating cyber crime,

- ongoing information and education activities addressed to the public in the field of a
secure use of cyber space and information about identified threats.

In this respect, intentional attacks on communication (telecommunication) systems
ensuring the efficient functioning of the information security control sub-system, the
defense sub-system - the security system, and support sub-systems, may be extremely
dangerous for the GIS cyber space.

A GIS security system is defined as a set of security features and a set of
relationships between them that ensure a specific performance of the security system.
The scope and purpose of the security system is specified in a set of basic security
functions. In the simplest terms, security measures are all kinds of practices,
procedures, and mechanisms that reduce the risks associated with unauthorized access
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to, modification of, destruction of, or total loss of GIS spatial information. Effective

protection usually requires the implementation of technical, organizational or personnel

security measures in combination with security procedures defining the basic rules of
behavior and conduct in relation to GIS entities. Basic functions of safeguards include

(Krupa et al,, 2018; Prauzner, 2012):

- protection against cyber threats,

- deterring intruders,

- reduction of the impact of vulnerabilities,

- limiting the aftermath,

- detection of security incidents and their prevention,

- facilitating the recovery of violated resources,

- awareness-raising,

- training,

- monitoring,

- remedial and corrective actions.

The system of maintaining and developing a security culture is defined as a set of
tasks and connections between them, the performance of which enables the defense and
protection of ICT systems in cyber space of GIS while maintaining the efficiency and
flexibility of the implementation of processes and tasks performed with the use of these
systems. The most important preparation (preparatory) tasks in the area of cyber
security of GIS include the implementation and development of a systemic approach to
cyber security in the legal, organizational, technical dimensions and the phenomenon of
security culture (Kowal et al., 2015). As part of maintaining and developing a cyber
security culture of GIS, it is particularly important to:

- development and implementation of rules and procedures (also the so-called good
practices) for managing the cyber security culture,

- continuous modernization of the elements of the management sub-system, including
the implementation of safe means of management,

- building an independent communication network for security management of GIS
and ensuring effective control of ICT systems of GIS,

- developing minimum cyber security standards for critical infrastructure of GIS,

- developing plans for exercises and training for cyber security of GIS,

- identifying requirements and goals for education, information, and research
programs.

The preparation (maintenance and development) of the operational cells of the
cyber security system of GIS should be aimed at ensuring resources and competences
appropriate to the dynamically changing operational needs in the cyber security
environment. It is therefore important:

- to create protective and defensive mechanisms to adapt quickly to changes in the
cyber security environment, to be able to respond to unforeseen situations, such as
Cyber attacks,

- to obtain the capacity to efficiently manage the resources of the security system of
GIS,
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- to ensure the secure flow of information between links of cyber space of GIS,
- to build the capacity to conduct proactive activities in the cyber space of GIS,
- to maintain the basic functions of security culture of GIS,

- to acquire data to measure security culture of GIS.

Security culture of GIS

It is possible to think about security culture of GIS in a simplistic way, or to try to
understand the essence of the phenomenon in more detail. Let us start with the simplest
way of understanding this concept. The studies conducted so far show (Shaw & Blewitt,
1996) that the security culture of GIS is - generally speaking - its knowledge base and
ways of thinking about its security, characteristic of a given subject of activity, e.g.
an organization. An extensive definition of security culture: "a pattern of basic
assumptions, values, norms, rules, symbols and beliefs, influencing the way challenges,
opportunities and (or) threats are perceived, as well as the way security is felt and
thought about, and the related way subjects behave and act (interact), variously
'learned’ by these subjects and articulated in the processes of broadly understood
education, including also in the natural processes of internal integration and external
adaptation, as well as in other organizational processes, and also in the process of
strengthening of defence in the broad (not only military) sense, serving the harmonious
development of these entities and achieving by them the broadest sense of security, to
the benefit of themselves, but also the environment" can be found in Cie$larczyk (2010).
For the purposes of this paper, we will adopt the following definition: "Security culture
of GIS is the totality of the material and non-material output of a specific GIS actor, e.g.
a human being, which serves its broadly defined defense. It is used de facto to maintain
(cultivate), recover (when lost) and enhance the security level of critical infrastructure
systems of GIS". It consists of the following three dimensions - the first: mental-spiritual,
the second: organizational-legal and the third dimension: material (Fig. 2).

The equivalent of security culture are three pillars (mental, organizational and
material) of the broadly understood defense of a given actor. Identifying the concept of
security with the potential of defense - a response system or security system - is close
to one of the definitions of security formulated by the securitologist - Korzeniowski
(2000): "Security is the subject's ability to be creative and denotes the objective state
consisting in the absence [or neutralization] of the threat". Secondly, we can treat
security not only as a specific state of affairs, but also as a value (Piwowarski, 2010), as
well as - in the third variant: a function or process of (not endangered) development.
The second and third way of understanding the concept of security (value, development
process) allows to compare them with the phenomenon of security and defense culture,
and even assume that they are identical.
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Fig. 2. Pillars of security culture
Source: the in-house elaboration

In view of the aforementioned, we can assume that the Security Culture of GIS is
based on the established values and development processes reflected in its three pillars,
in the individual and collective dimensions, and the external and internal dimensions in
relation to its two basic sub-systems: threats and defense - the Security System of GIS.
The phenomenon of security culture can be looked at from yet another perspective, as

Figure 3 tries to show.
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Fig. 3. Basic elements of the security culture model of GIS
Source: the in-house elaboration

In order to understand the structure of the security culture phenomenon of GIS, it is
necessary to "look" inside its response/security system of GIS and to identify the
potential or real capabilities of the cyber threat system. The potential operational
capabilities of a security system of GIS and the potential spectrum of environmental
cyber threats determine the individual elements of a security culture of GIS. A specific
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core of the security culture of GIS is a system of values - real operational capabilities to
combat diagnosed cyber threats of a given cyber security environment of GIS, the
security culture of which we analyze. Another element of the safety culture are the
standards that an entity follows to ensure its security in its various subject areas. Values
and norms, together with the knowledge and way of thinking about security as well as
emotional "qualifications" possessed by the subject of GIS, exert a great influence on the
relations of the computer system of GIS with the environment, on its behavior, actions
and interactions. This is especially important in difficult, crisis or cyber attack situations.
This is where the security culture of GIS becomes apparent. A graphic presentation of
this issue is the pyramid of security culture, which consists of the following elements:
assumptions, norms and values, and artifacts (Fig. 4).

ARTEFACTS
(visible)

STANDARDS AND VALUES
(partly hidden)
ASSUMPTIONS

(completely hidden)

Fig. 4. Security culture pyramid
Source: the in-house elaboration

The visible manifestation of the GIS security culture are artifacts, among which the
following can be distinguished:

- process and information artifacts (basic assets of GIS cyber space, in particular
security system protection processes and security configurations of the computer
system of GIS),

- behavioral artifacts (cyber threats, behaviors, habits),

- physical and organization artifacts (technical safeguards, organizational safeguards,
human resources safeguards) (Stanik & Kiedrowicz, 2021; Stanik & Protasowicki,
2020).

A slightly deeper and, at the same time, less visible level of security culture of GIS
are the norms and values in force in GIS cyber space. Their distinguishing feature is that
they are more difficult to observe. Two categories can be distinguished among them:
declared and followed. The declared categories are much easier to notice for others.
Actors of GIS openly talk about what is important to them, what actions are worth
following, and what requires criticism. On the other hand, the norms and values
observed are more difficult to articulate. Very often there are situations where
declarations made, for example regarding certain ways of proceeding, are not reflected
in the actual manner of proceeding. The deepest level, and at the same time completely
hidden, are assumptions. The assumptions are, in a way, the foundation of a security
culture. Depending on what they refer to, they are divided into:
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- assumptions about the nature of reality and truth - making it necessary to think
about what constitutes the basis for the functioning of GIS,

- assumptions about the nature of time - indicating the time horizon (past, present,
future) and the way, in which time is used, in cyber space of GIS,

- assumptions about human nature - general features of human character,

- assumptions about the nature of interpersonal relations - ideas about the correct
ordering of formal and informal social relations,

- assumptions about the nature of the environment - the perception of the
environment by the subject of operation of GIS, indicating the relationship between
the GIS computer system and the environment (Stanik & Kiedrowicz, 2021; Stanik &
Protasowicki, 2020).

Research methodology

The research presented in this paper is conceptual. This determines the lack of
aresearch hypothesis. Nevertheless, this document assumes that the process of
measuring the level of security culture of GIS will be successful (accurate) provided that
the cyber space of GIS is divided into specific analytical dimensions. The basic research
process led to the construction of a methodology for measuring the level of security
culture and consists of three major stages. In the first stage, cyber security of GIS is
broken down into diagnosis dimensions through a literature review in the areas of cyber
space, cyber security and management. At this stage, the deductive approach dominates.
In the next step, the authors define the cyber security environment - cyber threats and
risk sources. Furthermore, at this stage, based on an extensive literature review (in the
fields of IT, telecommunications, information security and cyber security, among others),
only those elements that can be considered as a source of risk and those elements that
make up the system for responding to cyber threats and cyber attacks - the security
system of GIS - have been identified. Finally, a coherent model of security culture of GIS
constructed by synthesizing isolated dimensions. In this context, cyber security of GIS
can be divided into: the time-based dimension, the dimension of threatened resources,
the dimension of threatened actors, the dimension of threatened assets of critical
infrastructure of GIS, of the nature of information processes and resources, the
dimension of the legal form of cyber security.

Methodology for studying the level of security culture

Figure 5 shows the methodology for testing the level of security culture of GIS. This
methodology enables the security culture of GIS to be assessed at three levels of detail:

- Level I enables the analysis of the level of security culture in three layers: cyber
security environment, GIS computer system, crisis response system, also known as
the security system of GIS.

- Level Il contains information on the level of security culture in terms of indicators in
three areas: knowledge, skills and action.

99



Jerzy Stanik, Maciej Kiedrowicz

- Level III is the most detailed and allows you to analyze the level of security culture
in relation to individual cyber space assets of GIS.
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Fig. 5. Methodology for studying the level of security culture at work
Source: the in-house elaboration

Tools and methods for studying the level of security culture of GIS

When attempting to identify methods for assessing the level of GIS security culture,
it is worth paying attention to the fact that mainly we are dealing with the measurement
of qualitative features - therefore, difficult to estimate and evaluate (AbuShawar &
Atwell, 2007; Gabryelewicz, 2017). The most questionable thing is to choose the right
assets of GIS and assign them specific features and indicators/measures, and assign
them appropriate weights and points. It depends on the perception of the actors of GIS
or its subsystems/objects under study. Therefore, the methods presented are not
completely perfect. The most common measurement problems are formulated with
using the following questions:

- what are the key features of a security culture of GIS that can be measured?

- are the indicators for measurement of security culture of GIS the same for other
entities of activity or should different evaluation criteria be used, taking into
account the type or class of GIS, the current state of security culture?

- is there a direct relationship between the features of a security culture of GIS and
the state of its security system, do they affect, for example, the risk level indicator?

In the view of the above questions, there is an interest in measuring the security culture

and disseminating assessment tools in the form of questionnaires developed for the

internal needs of GIS systems. The analysis of the professional literature and the review
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of the tools used to measure the security culture of GIS shows that the main subjects of

interest are:

- assessment of the perception of the current state of selected aspects of GIS
functioning (elements of critical infrastructure, management system, security
system, secure operation procedures, competence of personnel or users of GIS),

- individual feelings of employees or GIS users - optimism, pessimism),

- individual types of behavior in the cyber security environment (taking risk, violating
applicable rules, reporting security breaches).

Security culture assessment is the assessment of “invisible” norms and assumptions
with using “visible” indicators. The most frequently used indicators used to assess the
organization's security culture are: management commitment, security training,
motivation, security rules, accident records, effectiveness of the control and
communication system, well-designed technical equipment. Based on the proposed
methodology, two methods were developed to assess the level of security culture in GIS:
indicator method, grid method.

Indicator-based method

The example method for assessing the level of cyber security culture of GIS refers to
the safeguard system of GIS and considers two types of security status indicators:
"outcome indicators” and "activities indicators". The term "security performance
indicators" is used to mean observable measurements which provide an insight into the
security status of a security system that is difficult to measure directly. The performance
of the safeguard system in a GIS should be measured so that the assessment is objective.
The security of the safeguard system of GIS cannot be measured directly, so measures
(security performance indicators) are necessary. Two types of security performance
indicators will be presented in this paper: "outcome indicators" and "activities
indicators".

Outcome indicators are intended to help in assessing whether the activities related
to the security of the security system (policies, procedures and practices, security
measures, safeguards, etc.) lead to the achievement of the intended results, and whether
such measures in fact lead to a lower probability of occurrence. incident or cyber attack.
They are reaction-based, aim to measure the impact of actions taken to manage cyber
security, and are similar to what other documents refer to as "lagging indicators".
Outcome indicators often measure a change in security over time or a poor state of
security. Thus, the outcome indicators tell you whether the expected results were
achieved (or whether the expected security-related result was not achieved). However,
unlike activity indicators, they do not show why the result was achieved or not.

The activities indicator are intended to help determine whether administrators of
GIS information system and cyber space services are taking actions that are deemed
necessary to reduce the risk of losing essential elements of the critical infrastructure of
GIS. Activities indicators provide guidance for actions and are similar to what other
documents refer to as "leading indicators". Activities indicators often measure security
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performance according to a tolerance level that shows deviations from the expected
security status at a particular point in time. The activities indicators used this way
emphasize the need for activities to increase the effectiveness of critical security
measures (effectiveness of technical and organizational safeguards) when the tolerance
level is exceeded. Thus, activities indicators provide companies with a means of
regularly and systematically checking that they are implementing priority actions on
aregular basis. Activities indicators can help explain why the outcome (e.g. as measured
by an outcome indicator) was or was not achieved. An example of assigning outcome
and activities indicators to selected utility attributes in relation to the set of elements of
the security system of GIS, including policies, personnel and general risk management, is
illustrated in Tables 1 and 2.

Table 1. Examples of activities indicators

Security Y/N Quality Y/N
Ido Ido
not not
know know
Policies [s the Security Policy [s the distribution of roles
reviewed and updated in and responsibilities
accordance with Y between all directors and Y
established procedures? security-related employees
clear and adequate?
Practices [s the Security Policy [s the distribution of roles
reviewed and updated in and responsibilities
accordance with N between all directors and Y
established procedures? security-related employees
clear and adequate?
Leadership | Is the Security Policy [s the distribution of roles
. . I do e
reviewed and updated in not and responsibilities
accordance with Know between all directors and N
established procedures? X security-related employees
clear and adequate?
Personnel | Is the distribution of [s the overall level of
roles and responsibilities employee competency Ido
among employees in appropriate? not
; Y
security-related know
positions clear and -X
adequate?
Review and | Is the distribution of [s the overall level of
evaluation | roles and responsibilities employee competency
between all directors and N appropriate? v

security-related
employees clear and
adequate?

Source: the in-house elaboration
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Table 2. Examples of outcome indicators

Security Continuity of Quality Scale
operations [0-5]
Policies The extent to The extent to
which employees which
act in accordance management 3
with the Security takes the Quality
Policy Policy into
account
Objectives | The extent to The extent to which The extent to
which security- objectives related to which quality
related objectives | continuity of operations | objectives have )
are appropriate in | are reviewed and been achieved
relation to the updated in relation to
current risks established procedures
Leadership | The extent to The extent to which The extent to
which employees | employees consider which
consider management to be a management
management to be | trusted source of supports the 4
a trusted source of | information on risk and | Quality Policy
information on security
risk and security
Personnel | The extent to The extent to which The extent to
which employees | employees have been which
have been trained | trained in accordance employees are
in accordance with | with the planned satisfied with 1
the planned training programme the quality
training status of the
programme company
Review The extent to The extent to which The extent to
and which audits and | continuity-of- which audits
evaluation | technical controls | operations status and technical
are carried outin | indicators are controls are
. . . . . 2
relation to the measured in a timely carried out in
number of manner. relation to the
planned ones. number of
planned ones.

Source: the in-house elaboration

There are several ways to assess the level of security culture of a GIS system. The
simplest is to answer each question with “YES”/”NO” and calculate the percentage of
“NO” answers in the whole list - a higher percentage indicates a lower level of security
culture. A more reliable assessment is obtained by grading the answers and assigning
appropriate values to them, e.g: Yes - 1, Rather yes - 2, To some extent - 3, Rather not -
4, No - 5. A higher aggregate value indicates a lower level of security culture. The
numbers can be aggregated by individual areas/attributes of security system usability,
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which becomes the basis for statements such as: "The Safeguard System of GIS is too
risky, but only for such and such attributes/areas"”. To meet the thesis that the level of
security culture of GIS must be measurable, it is required to characterise each element of
the safeguard system of GIS with a set of risk factors together with their values, and then
to show a measure of the level of security culture by a single numerical value, which
makes it possible to compare and rank them directly.
Let's introduce the following designations:

k - number of risk areas (categories) considered for the safeguard system of GIS

Nj, - the number of risk factors falling into a given category

N}Y4% — the maximum risk value assigned to the k-th category

R, - the risk value for a factor belonging to a given category

w,, — weighting a category risk

wg, — the average weight value calculated from the formula, wg, = )., wy %

The level of risk culture, normalised to the interval [0,1]), can be determined as follows:
R w R
Rn_totar = Xix Zn_x/k , where: Rz = Ry x/Wsr' R, =2, 17/]( * N,

The standardized values of a level of security culture and their interpretation are
presented in Table 3.

Table 1. The standardized values of a level of security culture
and their interpretation are presented by — Model

Value from - to Weight
0.01-0.30 Strong security culture
0.31-0.60 Good security culture
0.61-1.00 Week security culture

Source: the in-house elaboration
Security Culture Grid

A very interesting instrument for measuring the level of safety culture is the Safety
Culture Grid developed by G. Kirschstein and E. Werner-Keppner the Security Culture
Grid (Kirschstein & Werner-Keppner, 2014). According to the authors, security culture is
an indicator of the level of implementation and assimilation of security standards or
security organization in a specific operating entity. With using the Security Culture Grid,
the results of the "Management of Awareness" Analysis (BM Bewusst(Sein)-Managen)
are summarized, and the "Management of Awareness" Ratio enables the outcomes to be
compared with those of other actors. The Security Culture Grid of GIS shows the
strengths and weaknesses of the cyber security culture of GIS and how solutions to
further strengthen the security culture must be put in place. The graphical
representation of the Security Culture Grid of GIS is shown in Figure 6.
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Fig. 6. Security Culture Grid of GIS
Source: the in-house elaboration

The grid takes the form of an octagon, at the poles of which are the
factors/indicators that determine the level of security culture in cyber space of GIS.
These are: security vision and objectives, operational risk analysis, security controls,
personnel safeguards, organizational safeguards, GIS leadership, cyber space and
regulation (Kirschstein & Werner-Keppner, 2014).

Conclusions

Properly implementing and maintaining a functioning organizational security
system of GIS is not an easy task for GIS cyber space managers. This process requires an
appropriate security culture. A culture of security requires that all responsibilities
important to cyber security are carried out properly, on full alert, consciously and
thoughtfully, with a full sense of responsibility - perfect procedures and practices are
not enough. Measuring the level of security culture of GIS is closely related to assessing
the effectiveness of safeguard features of GIS. Measuring the level of security culture is
a function of the measures used (baseline and derived), the indicators, the measurement
method and the specifics of the security system in question. The effectiveness of the
measurement process depends on the activities carried out over a specified period of
time covering the life cycle of the critical infrastructure of the GIS and ensuring
compliance with the adopted methodology, ensuring consistency of measurement and
addressing changes in the GIS computer system and its environment (regulations,
requirements, measurement techniques).

The main objective of the paper was to systematize terms related to the concept of
security culture of GIS, tools for shaping security culture and methods for measuring the
level of security culture in cyber space of GIS. The primary purpose of measuring the
level of security culture is to enable the construction of an effective safeguard and cyber
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security management system of GIS by preparing such control decisions, also called
directives or operating procedures, which will optimally direct/control the security
state of critical infrastructure systems of GIS, in the sense of the adopted security
indicator or criterion, e.g. the security culture level indicator.

An additional value of this document is the use of security culture metaphors that
can enrich the process of measuring the level of security culture (make it more
accurate). This is reflected in the methodology presented. The envisaged methodology
has a theoretical background but is aimed at practitioners. The methodology is universal
and can be used for all types of critical infrastructure systems of GIS as part of the cyber
security management process. However, it is important that the selection of specific
methods and techniques to support this measurement process depends on the situation
(e.g. cyber threat system potential, realistic security system capabilities) and the
capabilities of the analyzing GIS computer system.

The most important limitation of the methodology to measure the security culture

of GIS is the theoretical nature of its foundations. Further empirical research (e.g. a case
study) is therefore recommended, as well as a theoretical critique of the method.
The analysis of the state of the security culture of GIS should cover technical,
organizational and human aspects. Assessing the state of the security culture of GIS in
technical and organizational areas is a process that does not require designing dedicated
solutions. The most difficult part of the security system is the human factor. Implicit
views and beliefs have a significant impact on the level of security at work, yet are very
difficult to identify and to quantify.
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