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Abstract: As digital networks become increasingly intertwined with physical
infrastructure, cybersecurity must account for location, interdependence, and
operational context. Geographic Information Systems (GIS) provide a valuable
framework by integrating spatial, attribute, and temporal data within a single analytical
environment. This article presents a structured literature review of GIS-enabled
cybersecurity research, focusing on critical infrastructure, smart cities, and resilience
planning. The review synthesizes peer-reviewed studies, technical standards, and
selected institutional materials to examine how GIS supports threat visualization,
vulnerability assessment, dependency mapping, situational awareness, governance, and
risk communication. The review suggests that GIS is most valuable where cyber risk has
clear spatial, infrastructural, and operational dimensions, particularly in critical
infrastructure protection and urban cyber-physical systems. However, the evidence base
remains uneven. Visualization and situational awareness applications are relatively
mature, while ontology-based modeling, blockchain-based trust, and some Al-driven
functions remain emerging and require further operational validation. The article also
argues that GIS platforms should be treated as strategic digital assets requiring
dedicated cybersecurity protection and concludes with implications for secure GIS
governance and future research on geospatially informed resilience frameworks.
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Introduction and state of the problem

Cybersecurity is no longer limited to isolated information systems. Modern cyber
incidents affect geographically distributed assets, operational networks, and critical
services that depend on power, communications, transportation, cloud platforms, and
industrial control systems. For this reason, the distinction between digital and physical
security has become blurred, particularly in critical infrastructure where disruption in
one location can trigger wider operational and societal consequences. Current literature
therefore argues that cyber defense should be treated not only as a technical function
but also as a spatial and organizational problem (Arvidsson et al., 2021; Esri, 2015;
Veerasamy et al., 2022).

Geographic Information Systems (GIS) provide a useful foundation for addressing
this problem because they combine location, attributes, and time in a single analytical
environment. Prior research shows that geospatial data can support cyber threat
tracking, pattern detection, visualization, situational awareness, cyber intelligence, and
decision making. Research has also shown that GIS can help identify cybercrime
hotspots, analyze malicious URL clusters, support access control using geographic
context, and improve response to incidents affecting distributed infrastructure (Amin
etal., 2021; Vasdev, 2020; Veerasamy et al, 2022). In this sense, GIS extends
cybersecurity analysis beyond logs and alerts by adding the questions of where events
occur, how they evolve, and how assets and systems are interconnected.

A second line of research emphasizes the relationship between cyberspace and
physical infrastructure. The geospatial perspective argues that cyberspace is not purely
virtual because every data flow ultimately depends on devices, network links, facilities,
and users located in space and time. The concept of the Cyber Supply Line illustrates this
point by showing that data movement depends on chains of devices and connections
whose failure can affect mission performance. This argument is reinforced by work on
critical infrastructure interdependencies and risk governance, which shows that
geospatial analysis is important for understanding cascading effects across
interconnected systems (Arvidsson et al,, 2021; Esri, 2015; Lewis, 2020). Recent work in
cyberspace geography further argues that cyberspace has distinct geographical
properties, including the uneven spatial distribution of infrastructure, regional variation
in information resources, and geographically patterned online behavior. This work also
suggests that spatial correlation, spatial heterogeneity, and geographical similarity
remain analytically useful in cyberspace, supporting the use of GIS methods for
visualization, geographic knowledge graphs, and behavior analysis (Jiang et al., 2023).

A broader critical infrastructure perspective reinforces this argument by showing
that infrastructure protection has evolved from a narrow focus on disaster recovery and
terrorism response into a more comprehensive concern with risk, resilience,
interdependence, and cybersecurity across a networked national system. Lewis (2020)
argues that modern society depends on complex infrastructures whose fragility is often
rooted in the way systems are connected rather than only in the weakness of individual
components. In his account, modernity means connectivity and connectivity means
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complexity, and that complexity is itself a major source of systemic risk because collapse
can be embedded in the architecture of infrastructure itself. This perspective supports
the use of GIS in cybersecurity because spatial analysis becomes more valuable as
infrastructures grow more interconnected, geographically distributed, and vulnerable to
cascading consequences that extend beyond a single facility or sector.

The state of the problem is especially visible in smart cities and other sensor-rich
environments. Smart infrastructures rely on large numbers of connected devices,
platforms, and automated services that generate both cyber exposure and spatially
distributed vulnerability. Research highlights risks such as ransomware, denial of
service attacks, manipulation of sensing data, insecure Internet of things (IoT) services,
and attack propagation across interconnected urban systems (Andrade et al., 2020; Joshi
et al., 2026; Kalinin et al., 2021). At the same time, studies on anomaly detection, Global
Positioning System (GPS) spoofing, and blockchain-based trust models show that
location-aware systems require stronger methods for verifying integrity, detecting
abnormal behavior, and protecting real-time geospatial data streams (Islam et al., 2025;
Shabbir et al.,, 2023; Shafique et al.,, 2021; Tian et al., 2023). GIS data also plays an
increasing role in wireless security, secure software development, and digital forensics,
where location precision and metadata influence both technical interpretation and legal
reasoning (Dragos & Schmeelk, 2021). These developments make GIS increasingly
relevant not only for mapping threats but also for supporting resilience in complex
cyber-physical environments.

Despite growing interest, the literature remains fragmented. Some studies focus on
cyber threat visualization, others on GIS system security, smart city risk, ontology-based
governance, GPS spoofing, or critical infrastructure dependency analysis. As a result, GIS
is variously treated as a mapping interface, an analytical environment, or a software
platform requiring its own secure development and operational controls (Besiekierska
& Czaplicki, 2022; Kiedrowicz et al., 2025; Sobeslav et al., 2026; Stanik & Kiedrowicz,
2022a). Seven studies also show that the field increasingly addresses legal duties,
incident management procedures, practical methods for detecting cyber threats, the
integration of cybersecurity standards, contingency planning, cyber resilience building,
and certification artifacts in GIS environments, but these discussions are still unevenly
integrated with broader GIScience and infrastructure resilience research (Besiekierska
& Czaplicki, 2022; Goérny, 2025; Kiedrowicz, 2025; Mitek, 2025; Stanik & Kiedrowicz,
2025; Kiedrowicz & Stanik, 2024; Stanik & Kiedrowicz, 2022b).

This article addresses that gap by examining the integration of GIS with
cybersecurity through the lens of spatial intelligence for critical infrastructure risk and
resilience. It provides a structured synthesis of GIS-enabled cybersecurity research
across five interconnected functions: spatial framing of cyber risk, threat visualization
and situational awareness, dependency analysis for critical infrastructure, smart city
and artificial intelligence (AI) enabled monitoring, and governance constraints affecting
secure GIS implementation. By integrating GIS, cybersecurity, critical infrastructure, and
resilience in a single review, the article positions GIS not as a supplementary mapping
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tool, but as an analytical and decision support environment whose value depends on
operational context, evidence strength, and governance maturity.

Material and methods

This study was designed as a structured literature review of the integration of GIS
with cybersecurity. This approach is essential because the topic is highly
interdisciplinary - spanning GIScience, cybersecurity, critical infrastructure, risk
governance, and smart city research—with critical knowledge and insights scattered
across journals, conference proceedings, technical reports, standards, and selected
institutional case studies rather than a single, consolidated research stream.

The literature search drew on major scholarly databases and publisher platforms
included in the search, including Scopus, Web of Science, Google Scholar, IEEE Xplore,
SpringerLink, and ScienceDirect, together with targeted searches of authoritative
institutional repositories for standards and technical guidance. Search results were first
screened by title and abstract for relevance to GIS and cybersecurity integration.
Duplicates and clearly irrelevant records were removed, after which the remaining
sources were reviewed in full text against the inclusion and exclusion criteria. Where
multiple sources covered similar points, preference was given to the most directly
relevant, methodologically clear, and up to date studies. The search strings combined
the exact core terms “GIS cybersecurity” and “cybersecurity spatial”. The review focused
primarily on literature published from 2020 to 2026, but earlier foundational sources
were retained when they provided concepts still central to the field, especially the
geospatial layer model of cyberspace, conceptual work on the geographical properties of
cyberspace, and early spatial analyses of cyber incidents (Esri, 2015; Hui et al., 2015;
Jiang et al,, 2023). The literature search was current as of 12 April 2026. After applying
the inclusion and exclusion criteria described above, 34 sources were retained for the
final thematic synthesis.

Sources were included if they met one or more of the following criteria: they
addressed GIS, geospatial data, spatial analytics, or location intelligence in cybersecurity
contexts; examined cyber risks affecting geographically distributed systems such as
critical infrastructure, smart cities, industrial control environments, or location-
dependent platforms; proposed spatial methods for threat detection, anomaly analysis,
risk assessment, or resilience planning; or provided authoritative technical guidance
directly relevant to secure GIS platforms, software assurance, certification,
infrastructure dependency analysis, or public cyber threat visualization. Preference was
given to peer-reviewed and indexed sources. Practitioner and institutional materials
were retained only where they offered distinctive conceptual framing or applied case
evidence not adequately captured in the scholarly literature, including live threat maps
and large scale breach visualizations used to communicate cyber risk to expert and non-
expert audiences. Foundational monographs were retained where they provided
systems-level insights into critical infrastructure risk, resilience, interdependence, and
governance (Clarke et al., 2025; Esri, 2015; Information is Beautiful, 2024; Lewis, 2020).
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Sources were excluded if they addressed cybersecurity without a spatial component,
treated GIS only as a generic software category without cybersecurity relevance,
duplicated stronger sources, or showed limited relevance to critical infrastructure,
smart city systems, or geographically distributed cyber risk. Materials using the
acronym GIS for non-geospatial concepts were reviewed but excluded where conceptual
ambiguity outweighed analytical value.

Following screening, the selected sources were organized into five analytical
themes: spatial foundations of cybersecurity; threat visualization and geospatial
situational awareness; critical infrastructure and dependency analysis; smart cities and
emerging technologies; and governance, software assurance, and operational
limitations, including standards integration and contingency planning. This thematic
structure reflects dominant research patterns across the reviewed literature and allows
the discussion to move from conceptual framing to applied use cases and
implementation constraints (Arvidsson et al, 2021; Joshi et al, 2026; Stanik &
Kiedrowicz, 2022a) (Table 1).

The selected materials were examined through qualitative thematic synthesis. For
each source, the following elements were recorded: publication type, year, application
domain, geospatial component, cybersecurity function, and major contribution. Sources
were then compared to identify recurring ideas, differences in evidence strength, and
unresolved challenges. Particular attention was paid to how each source positioned GIS
within the cybersecurity workflow: as visualization support, as a tool for risk and
dependency analysis, or as part of a broader governance and resilience framework
involving standards integration, incident management, contingency planning, and
certification artifacts (Amin et al.,, 2021; Clarke et al., 2025; Esri, 2015; Gérny, 2025;
Kiedrowicz, 2025; Kiedrowicz et al., 2025; Kiedrowicz & Stanik, 2024; Stanik &
Kiedrowicz, 2025; Stanik & Kiedrowicz, 2022b; Veerasamy et al., 2022).

This review has several limitations. It is a structured review rather than a full
systematic review or meta analysis. The field remains relatively new and
interdisciplinary, meaning that peer-reviewed evidence coexists with standards,
institutional case studies, and applied technical reports. In addition, some emerging
topics, such as ontology-driven smart city governance and transportation cybersecurity
clustering, are recent enough that the evidence base is still developing (Joshi et al., 2026;
Sobeslav et al,, 2026). These limitations do not prevent meaningful synthesis, but they
do require cautious interpretation of maturity, generalizability, and operational
readiness.

Results and discussion

Spatial foundations of cybersecurity. The reviewed literature consistently shows
that the integration of GIS with cybersecurity begins with a shift in perspective: cyber
threats must be understood not only as logical or software events but also as
phenomena tied to physical devices, communications infrastructure, and operational
locations. Several sources argue that cyberspace depends on a geographic layer because
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Table 1. Analytical themes and main literature contributions

Analytical Key studies GIS function Cybersecurity Main
theme function limitation
Spatial framing of Shared situational
assets, networks, awareness, mission Hea
Arvidsson et al. dependencies, legal impact reli:ri,ce on
(2021); Besiekierska information interpretation, legal concentual
. & Czaplicki (2022); infrastructure, cyber and administrative P
Spatial . . . and cross
. Esri (2015); Jiang et al. | awareness, conceptual | duties, conceptual .
foundations of ; . . field
. (2023); Lewis (2020); | properties of grounding for .
cybersecurity . L synthesis,
Mitek (2025); cyberspace, geographic thinking .
- plus national
Veerasamy et al. networked in cyberspace, and
. e : context
(2022) infrastructure resilience framing specifici
systems, and of interdependent p y
structural complexity | infrastructure
Aldabbagh & Ilyas
(2021); Amin et al. Geolocation
(2021); Check Point . : Threat detection :
Threat . Mapping, clustering, uncertainty,
. - Software Technologies : . support,
visualization spatial statistics, o vendor
. (20264a, 2026b); . prioritization, .
and geospatial . public cyber threat . . framing, and
. . Howley (2015); Hui et g situational o
situational maps, and longitudinal . limited
al. (2015); . 2 awareness, and risk o .
awareness o breach visualization O attribution
Information is communication value
Beautiful (2024);
Vasdev (2020)
Critical Arvidsson et al. consequence anslyse, | capabity framing. | M
. (2021); Clarke et al. d Analysis, P Y & evidence base
infrastruc-ture . network fragility standards 1
(2025); Lewis (2020); . . with limited
and e assessment, and integration, and o
Malatji et al. (2022); ) GIS specific
dependency . . . topology aware cascading o
. Stanik & Kiedrowicz empirical
analysis bottleneck consequence -
(2025) . e . . validation
identification interpretation
Andrade et al. (2020); .
Smart cities Islam et al. (2025); Monitoring Anomaly detection, | Many results

and emerging

Joshi etal. (2026);

distributed urban

integrity, and
adaptive risk

remain sector
specific or

technologies Kalinin et al. (2021); systems response emersin
Tian et al. (2023) P sing
Dragos & Schmeelk
(2021); Gérny (2025); L
Lewis (2020); Platform governance 82%1?@
National Institute of and data stewardship, | Software assurance, maturit
Standards and digital forensics incident intero Z;a-
Technology (2022); support, coordinate management, risk erop
Governance, . . . o . bility,
Kiedrowicz (2025); integrity, incident management, legal
software . . . S standards
assurance. and Kiedrowicz et al. response, standards and investigative alignment
. (2025); Kiedrowicz & | integration, defensibility, L.
operational : ) ; . . precision
limitations Stanik (2024); contingency planning, | recovery planning, handling
Sobeslav et al. (2026); | certification audit readiness, and challenees
Stanik & Kiedrowicz documentation, and public private 55,
: . o and uneven
(2025); Stanik & inter-organizational governance o
. . o2 institutional
Kiedrowicz (2022a); coordination .
capacity

Stanik & Kiedrowicz
(2022b)

Source: Author’s own elaboration based on cited literature
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data exchange ultimately relies on devices and electromagnetic transmission paths that
exist in space and time. This view challenges the assumption that cyber defense can be
addressed only through traditional information technology controls and supports the
use of GIS as an integrating environment for cyber-physical risk analysis (Arvidsson
etal,, 2021; Esri, 2015).

Within this perspective, geospatial data contributes three forms of value to
cybersecurity: location, attributes, and time. These components allow cyber events to be
analyzed not only according to type and severity but also according to where they occur,
what assets they affect, and how they evolve over time. Prior work has shown that
geospatial analytics can reveal relationships and trends that remain difficult to detect in
tabular or purely textual data. This finding is important because it shows that GIS is not
limited to cartographic display. Instead, it can function as an analytical environment that
supports interpretation, prioritization, and decision making (Veerasamy et al., 2022;
Vasdev, 2020).

Recent research expands this framing by emphasizing that spatial information
services are also embedded in legal and administrative systems. Besiekierska and
Czaplicki (2022) show that public spatial information infrastructures carry explicit
cybersecurity obligations and that weaknesses in information security management,
backup policy, and training can directly undermine the reliability and continuity of
spatial data services. This perspective strengthens the argument that spatial information
is not merely a technical layer but part of a regulated public information environment in
which cyber failure has service, governance, and public trust consequences. Mitek
(2025) extends this perspective by arguing that geospatial data should also be treated as
an active source of cyber awareness rather than only a protected asset. Her analysis
suggests that GIS supports threat tracking, geospatial data fusion, visual analytics, cyber
intelligence, threat prioritization, and collaboration across security actors, which
reinforces the claim that spatial context can materially improve cyber situational
awareness when combined with other analytic tools.

A complementary conceptual strand comes from cyberspace geography. Jiang et al.
(2023) argue that cyberspace retains distinct geographical properties because its
physical infrastructure, information resources, and behavioral patterns remain unevenly
distributed across regions and closely linked to real geographic and socioeconomic
environments. They further propose that the three laws of geography remain
analytically useful in cyberspace: spatial correlation still matters, spatial heterogeneity
remains visible in network resources and digital divides, and geographically similar
environments tend to generate more similar patterns of cyberspace behavior. This
perspective gives stronger theoretical grounding to the claim that GIS is relevant to
cybersecurity not only because data can be mapped, but because cyberspace itself
exhibits analyzable spatial properties.

At the same time, the strongest claims in this area remain conceptual rather than
empirically standardized. The geospatial layer model and the Cyber Supply Line concept
provide useful framing devices, but much of the supporting discussion still depends on
foundational white paper logic and cross-field synthesis rather than repeated
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comparative testing across sectors (Arvidsson et al., 2021; Esri, 2015). For this reason,
the current evidence supports the value of GIS as a spatial framing tool, while more
empirical work is still needed to determine which spatial representations produce the
greatest operational benefit in practice.

Threat visualization and geospatial situational awareness. The reviewed
studies show strong agreement that one of the most mature applications of GIS in
cybersecurity is the visualization of threats and vulnerabilities. Threat mapping allows
analysts to locate attack origins, affected assets, and clusters of suspicious activity in
ways that are more intuitive than conventional tables or logs. The literature suggests
that visual representation can improve anomaly recognition, support faster
interpretation of large datasets, and strengthen organizational awareness of emerging
cyber patterns (Vasdev, 2020; Veerasamy et al., 2022).

Applied studies in this area vary in data realism and methodological strength. Hui
etal. (2015) used university intrusion logs geocoded through Geographical Internet
Protocol (GeolP) tools and analyzed them with spatial statistics, providing one of the
more concrete examples of GIS-based cyber event analysis in an operational context. By
contrast, Aldabbagh and Ilyas (2021) demonstrated smart city intrusion mapping
through GeoCluster and spatial statistics but relied on more limited validation. Together,
these studies suggest that spatial cyber monitoring is feasible and methodologically
adaptable, but the strongest support currently comes from event mapping and
exploratory clustering rather than from standardized predictive workflows (Aldabbagh
& Ilyas, 2021; Hui et al,, 2015).

The literature on malicious URL clustering also supports the value of spatial
analysis. Amin et al. (2021) show that cyber threats can display meaningful geographic
patterns, which in turn can inform relative risk assessment and resource prioritization.
Although geographic origin does not provide definitive attribution, spatial distribution
still offers useful intelligence for identifying hotspots and unusual concentrations of
activity. This indicates that GIS methods developed in fields such as epidemiology and
regional analysis can be adapted effectively to cybersecurity (Amin et al,, 2021).

Public-facing cyber maps and breach visualizations provide an additional bridge
between GIS and cybersecurity because they translate complex attack data into spatial
forms that support awareness, communication, and exploratory interpretation. Yahoo
Tech framed this genre as a way to watch worldwide cyberattacks live and highlighted
an important caution that such maps are usually vendor hosted and should not be
mistaken for precise attribution or neutral measurement of global attack reality
(Howley, 2015). Check Point’s current threat intelligence materials extend this model by
pairing a live threat map with Al enriched intelligence derived from hundreds of
millions of sensors worldwide and billions of daily security decisions, showing how map
based interfaces are now embedded within larger threat intelligence ecosystems rather
than functioning only as standalone visuals (Check Point Software Technologies, 202643,
2026b). Information is Beautiful offers a complementary non-live model through its long
running visualization of the world’s biggest data breaches and hacks, which emphasizes
event magnitude, sector, and data sensitivity over time rather than real-time attack flow
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(Information is Beautiful, 2024). Taken together, these examples reinforce the
conclusion that one of the most mature links between GIS and cybersecurity lies in
visualization for situational awareness and risk communication, while also underscoring
the need for careful interpretation of what such public maps do and do not actually
show.

However, the review also indicates that the value of threat visualization depends
heavily on data quality and interpretation. Geographic representations can be
misleading if users assume precision where data are uncertain, especially in the case of
Internet Protocol (IP) geolocation, proxy routing, or spoofed location signals. Thus,
current evidence suggests that GIS-based situational awareness is most defensible as
a decision support capability rather than a substitute for attribution or deep forensic
investigation (Shafique et al., 2021; Stanik & Kiedrowicz, 2022a).

Critical infrastructure and dependency analysis. Among the reviewed themes,
one of the strongest practical justifications for GIS in cybersecurity appears in critical
infrastructure protection. Infrastructure systems such as energy, water,
communications, transportation, and healthcare are geographically distributed,
operationally interdependent, and increasingly dependent on digital control systems.
Because of these characteristics, cyber incidents cannot be evaluated only at the level of
isolated devices or networks. They must also be understood in terms of spatial
exposure, upstream and downstream dependency, and potential cascading
consequences across connected systems (Arvidsson et al,, 2021; Esri, 2015).

Research on critical infrastructure and risk governance highlights the importance of
geospatial analysis for understanding interdependencies between sectors and for
supporting multi-actor coordination in risk management. GIS-based approaches have
been used to model hazard exposure, visualize infrastructure dependencies, and support
communication between decision makers and technical operators. In the cybersecurity
context, this becomes especially important when a digital weakness in one component
can have indirect effects on geographically separate but operationally dependent
systems (Arvidsson et al.,, 2021).

Lewis (2020) provides a strong systems-level justification for this position by
arguing that many infrastructure failures are rooted not only in weak components but
also in the topology of the system itself. Drawing on complexity theory, normal accident
theory, and network science, he shows that hidden coupling, excessive connectivity, hub
concentration, and self organizing criticality can increase fragility and make cascading
failure more likely across critical sectors. He further argues that vulnerability is often
built into infrastructure through the arrangement of links, hubs, and interdependencies
rather than any single failed asset. This is especially relevant to GIS-enabled
cybersecurity because geospatial methods can help reveal where dependencies are
concentrated, which assets function as bottlenecks or blocking nodes, and how
disruption in one location can propagate through a wider operational network. In this
sense, GIS is valuable not only for mapping assets, but for identifying where the
structure of a networked infrastructure system may amplify cyber and physical
consequences (Lewis, 2020).
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The most visible applied example in the reviewed materials is MITRE’s Project
Homeland, which uses spatial knowledge graphs to combine geographic entities such as
substations, hospitals, treatment facilities, and communication nodes with non-spatial
entities such as software platforms, operational dependencies, and vulnerabilities. The
key result is not merely a richer map but a more complete understanding of hidden
dependencies and composite risk. This case shows how a vulnerability in one software
component can become a system-wide resilience issue when it affects infrastructure on
which other critical services depend (Clarke et al., 2025).

To reduce dependence on one institutional example, the review also considered
broader capability frameworks for critical infrastructure resilience. Malatji et al. (2022)
argue that operators need integrated cybersecurity capability domains spanning
governance, controls, 10T, cloud, and industrial systems. Their work is not GIS-centered,
but it strengthens the conclusion that GIS should be linked to a broader resilience
architecture rather than treated as a standalone visualization layer. Stanik and
Kiedrowicz (2025) complement this position by showing that critical infrastructure
security management in GIS benefits from explicit integration of national cybersecurity
standards, risk assessment, and incident management procedures. The review suggests
that the strongest current evidence supports GIS in critical infrastructure when it is used
alongside sector standards, capability frameworks, and dependency analysis, not in
isolation (Clarke et al., 2025; Malatji et al., 2022; Stanik & Kiedrowicz, 2025).

Smart cities and emerging technologies. The reviewed literature shows that
smart cities represent a major application domain for GIS-enabled cybersecurity
because they combine cyber-physical infrastructure, sensor networks, automated
controls, and location-dependent services. Studies in this area describe environments in
which IoT devices, transport systems, wireless networks, emergency systems, and utility
controls are deeply interconnected. The main result across these studies is that cyber
risk in smart cities is inherently spatial because attacks on one node can propagate
across connected urban systems and because many of the affected services are tied to
specific places, routes, facilities, and populations (Andrade et al., 2020; Islam et al., 2025;
Kalinin et al., 2021).

The evidence base in this area is broader than in earlier GIS cybersecurity work but
also more heterogeneous. Kalinin et al. (2021) provide a focused smart city risk
assessment model using neural networks, while Tian et al. (2023) address spatial
temporal anomaly detection in multivariate systems. Islam et al. (2025) emphasize
blockchain-enabled trust, integrity, and Al-driven threat detection. Joshi et al. (2026)
add a bibliometric perspective, showing that post 2020 smart city cybersecurity
research has expanded rapidly around Al, blockchain, [oT security, governance, and
resilience. Together, these studies suggest that the combination of GIS, Al, and time-
sensitive monitoring can support more adaptive cyber defense. Yet they also show that
the field still lacks consistent evaluation standards across sectors (Islam et al., 2025;
Joshi et al., 2026; Kalinin et al., 2021; Tian et al,, 2023).

One particularly important issue is the integrity of location itself. GPS spoofing
studies show that location-aware systems can be manipulated in ways that undermine
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autonomous vehicles, unmanned platforms, and other geospatially dependent services.
Deep learning and machine learning methods have shown strong results in detecting
such attacks, but these results are often obtained in controlled scenarios or specific
technical environments. The current evidence therefore indicates strong technical
promise, while broader operational validation remains necessary before general claims
about readiness can be made (Shabbir et al., 2023; Shafique et al., 2021).

Overall, smart city cybersecurity appears to be one of the most active and
interdisciplinary areas in the literature. It provides strong support for the argument that
cyber risk in urban systems is tied to place, infrastructure, and service geography. At the
same time, many of the most innovative solutions remain emerging rather than mature,
especially where blockchain, ontology systems, and Al-enabled governance are
concerned (Islam et al., 2025; Sobeslav et al., 2026).

Governance, software assurance, and operational limitations. A final theme in
the review concerns governance, software assurance, and the limitations of GIS
cybersecurity integration. One important contribution of the literature is the suggestion
that established cybersecurity frameworks can be enriched through spatial context. The
NIST Secure Software Development Framework is particularly useful in this respect
because it organizes security activities into preparation, protection, production, and
vulnerability response. The reviewed materials indicate that GIS can strengthen these
practices by helping organizations map deployment footprints, identify geographic risk
concentrations, locate affected assets, and prioritize remediation according to
operational exposure (Esri, 2015; National Institute of Standards and Technology,
2022).

The literature also makes clear that GIS platforms themselves are cybersecurity
assets that require protection. Stanik and Kiedrowicz (2022a) argue that attacks on GIS
can lead to leakage of sensitive spatial data, corruption of decision support outputs,
service interruption, and loss of availability. Kiedrowicz et al. (2025) extend this line of
thinking by showing how DevSecOps can improve the continuity and resilience of GIS
systems through earlier security integration in the software lifecycle. Their evidence
suggests that secure GIS requires not only network protection but also process maturity,
automation, and organizational adaptation. Dragos and Schmeelk (2021) reinforce this
point from a digital forensics perspective by showing that location data quality and
numeric precision can affect mobile investigations, wireless security analysis, and
secure software development, meaning that secure GIS also depends on trustworthy
coordinate handling, metadata preservation, and defensible interpretation in legal and
investigative settings.

Two recent studies sharpen this governance dimension further. Besiekierska and
Czaplicki (2022) show that legal obligations concerning cybersecurity of spatial
information are often not fully implemented in public sector practice, with recurring
weaknesses in information security management systems, auditing, backups, and staff
preparedness. Kiedrowicz (2025) then moves from governance obligations to
operational response, arguing that incident management in GIS requires integrated
procedures for monitoring, detection, response, recovery, and reporting, and that
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effective practice should be aligned with standards such as ISO 27001, ISO 19115, OGC
guidance, NIS2, and GDPR. Stanik and Kiedrowicz (2025) deepen this standards
perspective by explicitly examining the integration of national cybersecurity standards
into GIS in the context of critical infrastructure security management, emphasizing risk
assessment, incident management, and the need for close cooperation between
cybersecurity professionals and GIS users. Kiedrowicz and Stanik (2024) add that
contingency planning is a key life cycle artifact in GIS cybersecurity management and
should be integrated throughout the system development and operations life cycle,
including business impact analysis, preventive safeguards, recovery strategies, testing,
training, and plan maintenance.

Lewis (2020) sharpens this governance dimension further by identifying several
persistent implementation problems: public-private coordination gaps, information
sharing barriers, unclear jurisdictional responsibilities, and chronic funding limitations.
He argues that critical infrastructure protection often appears coherent at the policy
level while remaining uneven in practice because authority, expertise, funding, and
incentives are distributed unevenly across federal, state, local, tribal, and private sector
actors. This is directly relevant to secure GIS implementation because geospatially
enabled cybersecurity depends on coordinated access to infrastructure data, common
operating pictures across sectors, and investment decisions that account for both local
conditions and cross sector interdependence. These governance constraints help explain
why GIS can be analytically powerful in cyber resilience work while still remaining
difficult to operationalize consistently across organizations (Lewis, 2020).

A further certification oriented contribution comes from Stanik and Kiedrowicz
(2022b), who argue that the Statement of Applicability is a central and mandatory
artifact in ISO 27001 based GIS certification because it links risk assessment to
implemented controls, documents justified control selection and exclusions, records
implementation status, and supports monitoring and auditability. This suggests that
secure GIS governance also depends on the quality of security documentation: standards
alignment is not only a matter of policy intent, but also of how well safeguards,
responsibilities, evidence, and monitoring methods are formalized and maintained
across information processes.

Governance models for smart cities add another layer to this discussion. Sobeslav
etal. (2026) show that ontology driven expert systems can improve consistency and
formal rigor in modeling assets, threats, vulnerabilities, and countermeasures for smart
city services and open data environments. This complements the dependency logic seen
in MITRE’s knowledge graph work, but it also highlights a different limitation: semantic
governance systems can be analytically powerful while still requiring substantial
maintenance, interoperability work, and institutional maturity.

Operational threat identification methods are also becoming more explicit in recent
GIS literature. Gérny (2025) compares approaches such as system log analysis,
vulnerability scanning, penetration testing, intrusion detection/prevention system
(IDS/IPS), Al and ML anomaly analysis, GIS data integrity monitoring, network traffic
analysis, and security audits. His comparative discussion reinforces a central conclusion
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of this review: no single detection method is sufficient for GIS environments. Instead, the
strongest practical approach appears to be a layered combination of monitoring,
anomaly detection, integrity checks, and procedural auditing. This confirms that secure
GIS depends on both technical controls and organized incident management rather than
any single tool category.

Several recurring limitations were identified across the reviewed materials. These
include privacy concerns in tracking location based behavior, uncertainty in geolocation
data, the difficulty of integrating physical and digital layers, and the need for specialized
expertise that combines GIS and cybersecurity knowledge. These are not minor
obstacles. They shape whether GIS-based cyber analysis can be adopted responsibly and
used effectively in operational settings. The review suggests that the strongest current
evidence supports GIS where organizations can combine spatial analytics with
governance capability, software assurance, incident handling, certification
documentation, and sector-specific resilience planning rather than relying on mapping
alone (Gorny, 2025; Malatji et al, 2022; Stanik & Kiedrowicz, 2022a; Stanik &
Kiedrowicz, 2022b; Veerasamy et al., 2022).

Conclusions

This structured review shows that the integration of GIS with cybersecurity is
conceptually justified and practically relevant, especially in environments where cyber
risks affect geographically distributed assets, services, and infrastructures. The
reviewed literature indicates that GIS contributes to cybersecurity by providing spatial
context for threat visualization, vulnerability assessment, dependency analysis, and
resilience oriented decision making. In this sense, GIS should be understood not only as
a mapping interface but as an analytical environment that connects digital threats with
physical systems, operational consequences, and place-based priorities (Arvidsson et al.,
2021; Esri, 2015; Veerasamy et al.,, 2022). Lewis (2020) reinforces this conclusion by
arguing that resilient infrastructure cannot be secured only through isolated asset
hardening, because fragility often arises from the structure, interdependence, and
operating logic of the system itself. From this perspective, GIS is especially useful where
cyber risk must be interpreted in relation to connected infrastructure systems,
cascading effects, topology aware vulnerabilities, and geographically distributed
response priorities.

The review suggests that the strongest current evidence for this integration appears
in critical infrastructure protection and smart city security. In critical infrastructure
settings, GIS helps reveal dependencies among interconnected systems and supports
understanding of how cyber incidents can trigger cascading effects across power, water,
transportation, communications, and health services. In smart city environments, GIS
supports the analysis of sensor-rich and location-dependent systems where cyber risk is
tied to real-time operations, mobility, and urban services. The evidence is strongest
when GIS is used together with broader capability frameworks, sector standards, and
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resilience models rather than as a standalone tool (Arvidsson et al., 2021; Clarke et al,,
2025; Kalinin et al., 2021; Malatji et al., 2022).

The review also indicates that GIS gains additional significance when combined with
emerging technologies such as Al, machine learning, ontology systems, and knowledge
graph methods. These combinations strengthen the capacity to detect anomalies, model
hidden dependencies, and support faster interpretation of complex cyber-physical
events. At the same time, many of these developments should still be treated as
emerging capabilities rather than universally mature solutions because evidence
remains sector-specific and evaluation standards are uneven (Islam et al, 2025;
Sobeslav et al., 2026; Tian et al., 2023).

An equally important conclusion is that GIS platforms themselves must be treated as
strategic digital assets that require cybersecurity protection. The reviewed literature
points to recurring concerns related to data confidentiality, integrity, availability,
geolocation uncertainty, plugin and API exposure, and the manipulation of geospatial
outputs. Thus, the relationship between GIS and cybersecurity is bidirectional: GIS can
improve cyber defense, but GIS environments must also be secured if they are to
function as trustworthy decision support systems (Dragos & Schmeelk, 2021;
Kiedrowicz et al., 2025; Stanik & Kiedrowicz, 2022a).

Recent studies also reinforce the importance of legal compliance, incident
management, standards integration, cyber awareness, multi-layer threat detection, and
contingency planning in operational GIS environments. Public cyber maps and breach
visualizations from organizations such as Check Point and Information is Beautiful
further suggest that one of the most operationally mature intersections between GIS and
cybersecurity lies in threat communication and situational awareness, although these
tools should be interpreted as awareness and exploratory analytics resources rather
than definitive attribution systems (Check Point Software Technologies, 2026a, 2026b;
Howley, 2015; Information is Beautiful, 2024). Public sector weaknesses in
implementing cybersecurity obligations, combined with the need for integrated incident
response procedures, national and international standards alignment, life-cycle-based
contingency planning, and well-maintained certification artifacts such as the Statement
of Applicability, suggest that resilient GIS depends as much on organizational capability
and governance maturity as on analytics and visualization alone (Besiekierska &
Czaplicki, 2022; Gorny, 2025; Kiedrowicz, 2025; Kiedrowicz & Stanik, 2024; Mitek, 2025;
Stanik & Kiedrowicz, 2025; Stanik & Kiedrowicz, 2022b).

Future research should focus on three priorities. First, review studies in this field
should report search logic and screening procedures more reproducibly so that
interdisciplinary synthesis becomes easier to compare. Second, more empirical work is
needed to validate GIS cybersecurity applications across sectors, especially beyond
single case demonstrations and controlled technical scenarios. Third, research should
further develop GIS aware resilience and maturity frameworks that integrate
dependency analysis, secure software practices, Al-enabled monitoring, incident
management standards, certification artifacts, and governance requirements in a form
that organizations can operationalize.
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Overall, the reviewed evidence does not support the claim that every cybersecurity
problem is spatial. However, it clearly shows that many high consequence cyber risks
have strong geographic, infrastructural, and operational dimensions that are difficult to
understand without spatial analysis. For this reason, GIS should be viewed as a valuable
component of contemporary cyber risk and resilience practice, and as an increasingly
important area for further interdisciplinary research.
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