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Abstract: In the era of growing popularity of cloud computing, ensuring data security in 

GIS (Geographic Information Systems) systems is becoming a key challenge. The purpose 

of this article is to analyze cloud data security practices and standards that can be used in 

GIS systems. The study used hazard and risk analysis methods, a literature review, 

interviews with experts and a case study. The results indicate that the most common 

threats to GIS data in the cloud include unauthorized access, ransomware attacks, and 

human error. Effective security practices include the use of advanced monitoring tools, 

data encryption, and the implementation of international standards such as ISO 27001, 

ISO 27017, and ISO 27018. The article concludes with recommendations for improving 

data security in the cloud and proposals for further research in this area. 
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Introduction 

Cloud computing has become an integral part of modern information systems, 

including geographic information systems (GIS). The use of cloud computing in GIS makes 

it possible to store, process and analyze huge amounts of spatial data in a more efficient 

and scalable way (USC GIS Graduate Programs, 2021). With cloud computing, GIS users 

can access data and analytics from anywhere, anytime, dramatically increasing their 

productivity and collaboration capabilities (Spatial Post, 2021). However, with the 

growing importance of cloud computing, there are also challenges related to data security. 

Storing GIS data in the cloud exposes it to a variety of threats, such as unauthorized access, 

ransomware attacks, and human error (Ellipsis Drive). Spatial data is often sensitive and 

critical to the functioning of many organizations, so its protection is crucial (Ndamukunda, 

2024). Therefore, it is crucial to ensure that appropriate security measures are in place to 

protect your data from loss, theft, or damage. The use of cloud computing in GIS brings 

numerous benefits, such as scalability, flexibility, availability and reduction of 

infrastructure costs (GIS Cloud, 2017). Despite the growing body of research on cloud data 

security, the specific risks to GIS data and the effectiveness of various security practices 

are relatively poorly studied. There is a need for more detailed research into how GIS data 

is protected in the cloud, including the effectiveness of encryption, authentication, 

monitoring, and compliance with international standards. Investigating these 

vulnerabilities is important for improving the security of data in GIS systems and 

minimizing the risks associated with data storage and cloud processing. 

The main research concern is to ensure the security of GIS data in the cloud while 

maintaining its availability and integrity. In particular, the study focuses on analyzing 

cloud data security risks, practices, and standards in the context of GIS. Research 

questions include: 

‒ What are the most common threats to GIS data security in the cloud? 

‒ What practices and technologies are most effective in ensuring the security of GIS 

data in the cloud? 

‒ To what extent are international standards such as ISO 27001, ISO 27017, ISO 27018 

applied in the context of GIS data security in the cloud? 

‒ What are the main challenges of implementing cloud data security standards for GIS? 

The purpose of this article is to analyze cloud data security practices and standards 

that can be used in GIS systems. The article aims to identify the most common threats to 

GIS data in the cloud and to assess the effectiveness of various security practices and 

technologies. In addition, the article analyzes compliance with international security 

standards such as ISO 27001, ISO 27017, and ISO 27018, and discusses the challenges of 

implementing these standards in the context of GIS. There are many studies and 

publications on data security in the cloud, but specific aspects related to GIS are relatively 

rarely discussed. The research focuses mainly on the general principles of cloud data 

security, such as encryption, authentication, and monitoring (Ellipsis Drive) In the context 

of GIS, it is important to take into account the specific challenges related to spatial data 
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and interoperability of systems. A literature review points to the need for more detailed 

research on the risks and practices of GIS data security in the cloud (Young, 2013).  

The article begins with an introduction that discusses the background, research gap, 

research problem, and research questions that focus on ensuring the security of GIS data 

in the cloud while maintaining its core security attributes (confidentiality, availability, 

and integrity). The next chapter is methodology, which describes the research methods 

and data sources used in the analysis. The Results chapter contains a description of the 

process of implementing data security in the cloud, with particular emphasis on the 

importance of the process of identifying the most common threats and risk assessment. It 

also covers the main challenges related to cloud security, key elements of cloud security, 

best practices for securing data in the cloud, tools and technologies supporting cloud 

security, the role of encryption in data protection in cloud environments, identity and 

access management in the cloud, security monitoring and auditing in cloud environments, 

regulatory compliance and security in the cloud. These results are also discussed in the 

context of the existing literature. The conclusions and recommendations summarize the 

main results and propose practical recommendations and directions for future research. 

Methodology 

A variety of research methods have been used to analyze the security of cloud data 

for GIS systems. A detailed literature analysis was conducted to identify existing risks and 

security practices. Qualitative methods such as interviews with data security and GIS 

experts were also used to gain deeper insight into specific challenges and solutions. In 

addition, quantitative methods, including surveys for GIS users, were used to collect data 

on their experiences and practices related to data security in the cloud. Risk analysis was 

performed using risk assessment tools that identified and classified hazards and assessed 

their potential impact on GIS systems. 

In addition, a thematic analysis method was used to identify and analyse the main 

themes and patterns in the collected qualitative data. The thematic analysis made it 

possible to isolate key threats and security practices that appeared in interviews and 

surveys, allowing for a better understanding of cloud data security issues for GIS systems. 

The study used a variety of data sources to provide a comprehensive analysis. The 

main data sources included security incident reports, which provided information on 

real-world cloud data breaches. Surveys of GIS users provided data on their experiences 

and security practices. Interviews with experts in the field of data security and GIS 

provided detailed information on specific challenges and effective solutions. In addition, 

a review of the scientific and industry literature provided theoretical context and allowed 

for the identification of research gaps and existing cloud data security practices and 

standards. 

The study also included a review of currently available domain and specialist reports 

on the global market. These reports provided valuable insights into the latest trends, 

challenges, and best practices in cloud data security. Examples of such reports include the 

"2022 Cloud Security Report" prepared by Check Point Software, which analyzes cloud 



Jerzy Stanik, Maciej Kiedrowicz 
 

154 

data security incidents, and "Cloud Data Security in 2025" (Markiewicz, 2025; Orca 

Security, 2022). A review of these reports allowed us to obtain up-to-date data and 

conclusions that were included in the analysis. 

Results 

The process of implementing data security in the cloud. The process of 

implementing data security in the cloud includes several key steps that help ensure that 

data is protected against a variety of threats (Fig. 1.). Implementing these steps helps you 

create a comprehensive cloud data security strategy that protects against a variety of 

threats and ensures regulatory compliance. 

 

Fig. 1. Stages of implementation of data security in the cloud 

Source: own study 

The first step is to conduct a risk assessment to identify potential threats and 

weaknesses in the system. Based on the results of the assessment, a security plan is 

created that sets out data protection measures and procedures. Implement strong 

authentication and access control: Implementing authentication mechanisms such as 

multi-factor authentication (MFA) and role-based access control (RBAC) is crucial. A Zero 

Trust approach, which assumes that no person or device is automatically trusted, also 

helps to secure data. The second step is to encrypt your data both in transit and at rest. 

End-to-end encryption ensures that data is protected at every stage of its lifecycle. 

Regular monitoring of cloud systems allows you to quickly detect and respond to potential 

threats. Threat intelligence tools and security incident and event management (SIEM) 

systems are very helpful here. Managing access to data is an important step. It's important 

to manage data access permissions precisely. RBAC systems allow you to control who has 

access to specific information and when, reducing the risk of unauthorized access. 
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Conducting regular audits and risk assessments allows you to identify weaknesses in your 

security systems on an ongoing basis and make necessary corrections. Companies need 

to be aware of data protection laws, such as the GDPR in the European Union and the CCPA 

in California. Compliance with these regulations not only protects your business from 

fines, but also builds customer trust. Regular training of employees on security threats 

and best practices is crucial to maintaining a high level of data protection. Implementing 

these steps helps you create a comprehensive cloud data security strategy that protects 

against a variety of threats and ensures regulatory compliance. 

Hazard and risk analysis. Cloud data security for GIS is exposed to a variety of 

threats. The most common threats include malware attacks, which can infect GIS systems, 

leading to data loss or corruption. Ransomware attacks are also a significant threat, as 

cybercriminals can encrypt GIS data and demand a ransom to unlock it. Phishing is 

another method that can lead to unauthorized access to GIS data by impersonating trusted 

sources. Denial-of-service (DoS) attacks can disrupt the availability of GIS systems, 

preventing them from functioning normally. Improper cloud configurations can lead to 

unauthorized access to data, and insider threats such as employee actions can 

intentionally or accidentally compromise data (Grzegorek, 2018; Management, Support, 

and Quality for Business, 2024). 

The risk assessment associated with individual risks includes an analysis of their 

potential impact on GIS systems. Malware attacks can lead to a loss of data integrity, which 

can result in erroneous analyses and decisions based on incorrect data. Ransomware 

attacks can cause you to lose access to critical GIS data, which can disrupt operations and 

require significant resources to recover your data. Phishing can lead to credential theft, 

which allows unauthorized access to GIS systems and potential data leaks. Denial-of-

service attacks can disrupt the availability of GIS systems, which can have a critical impact 

on operations that require constant access to data. Improper configurations can lead to 

unauthorized access to data, which can result in data leakage or corruption. Insider 

threats can lead to intentional or accidental data breaches, which can have a variety of 

outcomes, depending on the nature of the breach (Editorial Team PortalwSieci.pl, 2024, 

ISO/IEC 27017:2015, 2015). 

Risk assessment allows you to identify and classify threats and assess their potential 

impact on GIS systems, which is critical to developing effective risk management and data 

protection strategies. 

Data protection in the cloud. Cloud data protection refers to a set of practices, 

technologies, and policies designed to protect data stored and processed in cloud 

environments from unauthorized access, loss, modification, and other threats. This 

includes both data at rest and data in transit. 

Data encryption is an essential mechanism for protecting information. It consists in 

encoding data in such a way that it is unreadable to unauthorized persons. This process 

covers both data at rest and in transit, providing comprehensive protection against 

unauthorized access. Access control is a key element in protecting data from unauthorized 

access. It uses mechanisms such as multi-factor authentication (MFA) and identity 

management (IAM) that restrict access to data to authorized users only. Secure storage 
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and management of encryption keys is essential to maintaining data integrity and 

confidentiality. Effective key management includes regular key rotation and the use of 

advanced storage methods. Regular monitoring and auditing of access to data and 

activities related to data processing is crucial for detecting and preventing potential 

threats. Security audits allow you to identify weaknesses and implement appropriate 

countermeasures. Creating regular backups of data and planning recovery procedures in 

the event of a disaster is an indispensable part of a security strategy. This ensures the 

continuity of GIS operations and minimizes the risk of data loss. Applying the above 

practices and standards to cloud data management is critical to ensuring data security. In 

the context of GIS systems, appropriate security allows for effective management of 

geographic information, minimizing the risk of unauthorized access and data loss. 

Data protection at rest involves encrypting data stored on cloud servers. This 

encryption ensures that data is unreadable to unauthorized people even when it's not 

actively being used. This is a key element to protect against unauthorized access to stored 

information. Data protection in transit refers to the encryption of data in transit between 

a user and a cloud server. This process protects the data from interception and 

unauthorized access during transmission. Encryption in transit is essential for ensuring 

the security of communications in a cloud environment. Data protection in use is about 

securing data processed in real time. This includes mechanisms that ensure the integrity 

and confidentiality of data during processing operations. This is important to protect your 

data from unauthorized access and manipulation during active use.  

Cloud data protection provides enhanced security, protecting it from unauthorized 

access and security breaches. With advanced encryption and access control mechanisms, 

your data is better protected against potential threats. Another benefit is regulatory 

compliance, which means meeting legal requirements and industry standards. Protecting 

data in the cloud allows organizations to avoid sanctions and maintain compliance with 

applicable regulations, which is crucial for their legitimate functioning. Cloud data 

protection also ensures increased availability and reliability, which guarantees 

continuous access to data even in the event of a disaster. This allows organizations to 

operate without interruption, which is crucial for their efficiency and operational 

continuity. Last but not least, flexibility and scalability allow you to easily adapt your 

resources to changing business needs. Protecting data in the cloud allows for optimal use 

of resources and quick response to changing market conditions, which is crucial for 

dynamically growing organizations.  

One of the main challenges is the complexity of management, which results from the 

need to manage a variety of cloud environments and tools. Organizations need to 

integrate and manage different platforms effectively, which can be complicated and time-

consuming. Another challenge is trust in cloud providers. Organizations need to ensure 

that cloud providers have the right data protection measures in place to keep it secure. 

Choosing the right provider is crucial to maintaining a high level of data protection. 

Encryption key management is another essential aspect that involves secure storage and 

management of encryption keys. This is crucial for maintaining data integrity and 

confidentiality. Organizations must implement effective key management procedures to 
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ensure their security. The final challenge is regulatory compliance, which means meeting 

regulatory requirements in different jurisdictions. Organizations need to comply with 

different legal regulations, which can be difficult and resource-intensive. Compliance with 

regulations is crucial for legal functioning and avoiding sanctions.  

Applying the above practices and standards to cloud data management is critical to 

ensuring data security. In the context of GIS systems, appropriate security allows for 

effective management of geographic information, minimizing the risk of unauthorized 

access and data loss. 

The first step is to choose the right cloud provider that offers advanced data 

protection mechanisms. It is important that the supplier meets the highest security 

standards and has the appropriate certifications, which ensures confidence in their 

services. Another practice is to encrypt data, both at rest and in transit. Encryption 

ensures that data is unreadable to unauthorized persons, which protects it from 

interception and theft. This is a key part of protecting data in the cloud. Multi-factor 

authentication (MFA) is another key component that involves implementing MFA for all 

users who have access to data in the cloud. MFA increases security by requiring users to 

provide more than one means of authentication, making unauthorized access more 

difficult. Regular security audits are essential to maintain a high level of data protection. 

Conducting regular security audits and reviews allows you to identify potential threats 

and implement appropriate countermeasures, which minimizes the risk of breaches. 

Case study. An example of the implementation of cloud data security practices and 

standards in GIS was a project carried out by a company (known to the authors of this 

study), which decided to migrate its GIS systems to the cloud. The aim of the project was 

to increase the availability and scalability of GIS data, while ensuring its security. As part 

of the implementation, ISO 27001, ISO 27017 and ISO 27018 standards were used to 

ensure compliance with international information security standards. Key practices 

included the implementation of multi-factor authentication, end-to-end encryption, and 

advanced monitoring and access management tools. In addition, regular security audits 

and training were conducted for employees to increase their awareness of data security 

risks and best practices. 

The implementation of cloud data security practices and standards in the GIS system 

has brought tangible benefits to the company. Analysis of the results showed that the 

number of security incidents decreased significantly and GIS systems became more 

resilient to cyberattacks. Multi-factor authentication and end-to-end encryption 

effectively protected data from unauthorized access and loss of integrity. Monitoring tools 

enabled rapid detection and response to potential threats, which contributed to the level 

of data security. Regular audits and training for employees increased their awareness of 

the risks and improved compliance with safety procedures. 

Findings from this case indicate that the application of international standards and 

best practices for data security in the cloud is critical to protecting GIS. Organizations 

should invest in advanced technologies and regular training to ensure effective data 

protection. Further research and development of new methods of data protection, such as 
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the integration of artificial intelligence and machine learning, can further enhance the 

security posture of GIS systems in the cloud. 

Discussion 

The results of the analysis confirm the effectiveness of the applied practices and 

standards for data security in the cloud, which is consistent with the existing literature on 

the topic. Studies have shown that advanced authentication and encryption mechanisms 

are crucial for protecting data in the cloud (Ahmadi, 2024; Sudha et al., 2022). However, 

the analysis also revealed some limitations of the study. First of all, the study was mainly 

based on data collected from incident reports, surveys and interviews, which can 

introduce some biases. In addition, the study did not take into account all possible threats, 

such as specific attacks on cloud infrastructure, suggesting the need for further research 

in this area (Ahmadi, 2024). 

Implications for the practice include the need to continuously monitor and update 

security procedures to keep up with the rapidly changing threat landscape. Organizations 

should also invest in employee training to increase their awareness of cloud data security 

risks and best practices (Young, 2013). Further research should focus on the development 

of new technologies and methods of data protection, such as the integration of artificial 

intelligence and machine learning into security systems, which can significantly improve 

the effectiveness of GIS data protection in the cloud (Commvault). 

Conclusions and recommendations 

To sum up, the security of data in the cloud and GIS cloud environments are key 

elements of a modern IT management strategy. It requires the use of advanced 

technologies, procedures, and best practices to protect data and cloud resources from 

a variety of threats. Effective protection of cloud environments is essential to ensure the 

integrity, confidentiality and availability of data and business continuity. 

The analysis showed that the implementation of advanced authentication 

mechanisms such as two-factor authentication (2FA) and end-to-end encryption 

significantly increases the level of GIS data protection in the cloud. Monitoring tools such 

as SIEM enable effective detection and response to potential threats, which helps reduce 

the number of security incidents.  

IAM systems allow for precise management of authorizations and access to GIS data, 

minimizing the risk of unauthorized access. Regular backups and recovery plans ensure 

that your GIS continues to operate even in the event of a disaster or attack. To improve 

cloud data security for GIS, organizations should invest in advanced authentication and 

encryption technologies, implement monitoring and access management systems, 

regularly conduct security audits and training for employees, and back up data and 

develop recovery plans. Further research in the area of cloud data security for GIS should 

focus on the development of new technologies and methods of data protection, such as 

the integration of artificial intelligence and machine learning into security systems, the 
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analysis of specific risks to cloud infrastructure, and the study of the effectiveness of 

different security practices and standards in different contexts.  

Compliance with international standards and regulations is crucial to ensure cloud 

data security for GIS, minimizing the risk of breaches and ensuring compliance with 

applicable regulations. Implementing cloud data security practices and standards in GIS 

has tangible benefits, including reducing security incidents and increasing the resilience 

of GIS to cyberattacks.  

The results of the analysis confirm the effectiveness of the applied practices and 

standards for data security in the cloud, which is consistent with the existing literature on 

the topic. The implications for the practice include the need to constantly monitor and 

update safety procedures and invest in training for employees.  

Further research should focus on developing new technologies and methods of data 

protection and analyzing the specific risks to cloud infrastructure. Compliance with 

international standards and regulations is crucial to ensure cloud data security for GIS, 

minimizing the risk of breaches and ensuring compliance with applicable regulations. 
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